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With the rapid development of information technology and the widespread 
application of Internet, the share of worldwide network provides great convenience to 
the people both life and work. At the sametime, there are some inevitable drawbacks 
and pitfalls. All kinds of bad Web content more and more not only disrupted the 
normal order of the Internet, hinding effective Web services to users, but also 
disseminated unhealthy freedom of speech and thought, endangering the security, 
stability and development. 
   The goals of the Semantic Web technologys are to extend current Web services, 
making the information with semantic and the network with machine-understandable 
and automatic processing of information, in order to bring easy interaction and 
collaboration to man and machine. By the means of introducting of Semantic Web 
technologies in the Web field of information security ，it is not only enhance the Web 
information security with semantic skills but also improve the intelligence level of 
network security. 
Based on the analyses of the current situation about the information filtering, 
There are some questions about information filtering system facing heterogeneous, 
mass and dynamic network information, such as mistaken filter, drain filter and low 
quality. This paper put the Semantic Web technology into Web content security 
filtering by the means of ontology knowledge base and description logic. A system of 
filtering is proposed to overcome the shortcomings of the traditional filtering methods 
by constructing a security domain ontology knowledge bases and using the automated 
reasoning mechanism of description logic, the system not only automatic safely filter 
the content which users want, but also improve the efficiency and accuracy of the 
filter, in order to achieve the purpose of intelligent search Web content. Finally, some 
experiments and examples are provided to verify the effectiveness of the system. 
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而不可避免的受到不良 Web 内容的误导和侵害，甚至触犯法律，毁掉前程。 
因此，面对纷繁复杂，良莠不齐的 Web 内容和不良信息的严重危害，人们针
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表 1-1 信息过滤发展简表 
时间 研究机构或个人 主要成就 
1958 年 Luhn 提出了“商业智能机器”的设想 
1969 年 SIG-SDI SDI 兴起 
1982 年 Denning 提出信息过滤的概念 
1987 年 Malone 等 提出了认知过滤和社会过滤，并研制
了 InformationLens 系统。 
1989 年 Defense  Advanced 
Research Project Agency 



























表 1-2 主要信息过滤产品列表 
 








Syskiil&Webert 通过关键词表达用户信息，利用 Bayes 方法进行过滤 
WbbWacher 用户以一定结构设计的目标，帮助用户寻找信息 
Letizia 可以监视用户的浏览路径，从而获得用户的信息需要 
Open Bookmark 通过扩展浏览器的 Bookmark 功能，跟踪用户的需求，并直接 
利用用户评价文章来表达用户需求进行信息过滤 
Fab 系统 将内容过滤和协作过滤相结合，通过对用户访问的 URL、书签文件夹
进行比较以识别相似的用户 

















































































































































现智能化了查找安全 Web 内容的目的，营造安全绿色网络。 
在 Web 内容日益增多的今天，进行智能化 Web 内容过滤技术的研究具有很重
要的理论价值和应用价值。 
首先，维护了网络信息安全。Web 内容过滤不但可以防止不良内容危害网络
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